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AI-Driven PPE Monitoring (System for Achieving a
Safer Workplace


Safety Compliance Monitoring (SCM)



Problem Statement
Safety Compliance Monitoring 

64% increase
in the fatality rate was caused by workplace accidents that occurred between 2020 and 2022.


https://goodstats.id

Over 38k more
workplace accidents were recorded in the first semester of 2024 compared to 2023.


https://satudata.kemnaker.go.id

Up to 85%
of workplace accidents are caused by an improper or negligent use of personal protective equipment (PPE).


https://journal.universitaspahlawan.ac.id/index.php/prepotif/article/view/442/360
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Solutions
Safety Compliance Monitoring 

What if...
thereˇs a system that notifies safety supervisors whenever a violation towards PPE usage is present?


Integration of IP CCTV, AI, and Edge Devices

By leveraging IP CCTVs with AI computer vision model on an edge device such as Raspberry Pi, SCM can achieve an automated PPE detection, and edge processing without server bottleneck.




Real-time Alert System

Supervisors receive immediate mobile notifications when violations occur, such as: the type of violation (missing hard hat, safety vest, etc.), details, and snapshot or evidence of the violation.
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Processor Layer
Hybrid Python+Rust Architecture for Edge AI

The processor layer consists of two important parts: the Inference Engine, which handles the AI inference processing up to 4 camera feeds simultaneously, and the Main Runtime which manages system reliability, such as configuration, offline buffering, and server communication. These components communicate via Unix Domain Socket (UDS), which is a communication protocol for programs within the same host. This separation provides fault isolation (Inference Engine crashes don't affect the Main Runtime) while enabling multi-camera processing. This architecture runs on Raspberry Pi 5 with Hailo-8L AI€accelerator (13 TOPS), enabling real-time edge processing.
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Two-stage Processing
The Heart of Compliance Monitoring

This is the most crucial part of the enitre system. It determines whether someone complies with PPE usage or not. This process consists of two stages, the first one is the detection, where an input frame is received and then inferred by an AI model (I will cover about it later) to detect persons, body parts, and PPEs within the frame. The second stage is the association, where all the detected body parts and PPEs are associated with each person by checking if the itemˇs bounding box is within the personˇs bounding box. Once the evidences are gathered, it is sent to the Main Runtime via UDS. The process repeats as long as the Inference Engine is running.
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Two-stage Processing
The Heart of Compliance Monitoring
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Creating the AI Model
Finding the Right Dataset

Building an accurate PPE detection model for the two-stage processing required training on a well-annotated dataset and good-quality images. My initial thoughts were to search an existing dataset on Roboflow Universe, which revealed a frustrating reality: most PPE datasets that I could find were either poorly annotated (loose bounding boxes that donˇt fit objects tightly) or used low-quality, pre-processed images that would degrade even further during training augmentation (see figures on the right). After getting frustrated with searching the dataset on Roboflow Universe, I decided to do a simple Google search, where I came upon the SH17 dataset.
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Creating the AI Model
Exploring the SH17 Dataset

The Safe Human dataset, consisting of 17 different classes (referred to as SH17), is dedicated to PPE detection and safety monitoring in construction sites. The dataset uses 8,099 high-quality stock photos from actual construction sites, with professional-grade bounding box annotations ideal for training a PPE compliance model. For SCM, I selected 8 critical classes (mentioned previously), filtering the dataset to remove unused annotations. This resulted in 7,972 images with 55,552 annotations. Initial training used a pre-trained YOLOv8n model. The class distribution analysis (shown on the right) revealed an unexpected challenge.












dataset: https://github.com/ahmadmughees/SH17dataset

Problem: Severe Class Imbalance
The PPE classes have severely imbalanced distribution ratios (best case only 5:1), revealing a critical problem:  accuracy for PPE detection (23-61% mAP) is unacceptable for production.
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Creating the AI Model
Solving the Imbalanced Class Distribution

To balance the dataset, the distribution ratio could not exceed 4:1. For example, if the hand class has 17,782 samples, facemask (709 samples) must have at least 4,445 samples, an additional 3,376 samples. I had two options: find a supplemental dataset for the underrepresented classes, or create one myself. Finding a suitable dataset on Roboflow Universe was unrealistic, leaving dataset creation as the only viable option. However, manual annotation is time-consuming, annotating a single object typically took 15 seconds, balancing the PPE classes (±9,000 samples) would take at least 37.5 hours of constant annotating. If only I could automate the annotation process.













Proposed Solution: AI Model Zoo
Training specialized single-class models to bypass class imbalance constraints, then use these models to generate additional training data automatically, for both the single models and the main model.



Hereˇs what I should do:

Separate dataset

Split the 8-class dataset into 8 separate single-class datasets (e.g., person-only, hardhat-only, etc).




Train each model

Train a specialized YOLOv8 model out of each dataset that will be used for auto annotation.




Add supplements

Run models on the new supplement images to automatically generate annotations for classes that are underrepresented.





Review & iterate

Review the annotation manually, and then retrain the model. Repeat the process until performance target are met.
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Creating the AI Model 
Model Zoo: Building the Data Flywheel
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Creating the AI Model 
Improving the Specialized Models
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Creating the AI Model 
Achieving Balanced Dataset and Production Model
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The Main Runtime
Overview of the Whole Operation

This part of the processor layer is responsible for making the Inference Engine able to run reliably, managing the information generated by the Inference Engine, and sending those information to the Server Layer. 





To be able to manage those responsibilities, the Main Runtime has 5 workers that work in parallel to make sure that everything stays performant without needing to take turns between each task.




This design choice makes the processor layer able to run independently without depending on the availability of a server. Making it industry-ready.



Inference Engine Watchdog

This workerˇs job is to run the Inference Engine based on the used configuration, such as the number of cameras and which AI model to use. This worker also automatically restarts it if it ever crashed.



UDS Reader

Reads all the evidences sent by the Inference Engine via UDS, and queues them for the evidence manager to process.





Evidence Manager

Filters the evidences to make sure that every violation occurrences are unique, and saves them locally before sending.





Information Sender

An optional worker to send the filtered violations to the assigned Webhooks. Ideal for custom integration on a custom solution.





Request Listener

Enables the processor layer to operate independently from the server, making it a flexible edge device that can be reconfigured remotely.
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The Main Runtime
Handling Information from the Inference Engine
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The Main Runtime
Server Communication & Remote Management
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Server Layer
Bridging the Processor and the User

Starting from this layer and afterwards are optional, but for the sake of creating a whole system, Iˇm making an example of how to leverage the processor layerˇs capabilities of sending violations to a Webhook, so that they can be stored in the database and to help the end-user (HSE supervisors), Iˇm also going to integrate Apple Push Notification service (APNs) to notify them whenever a PPE usage violation occur.








For this use-case, the server layer is the one responsible for bridging information between the processor layer and the user layer via HTTPS. The endpoints have basic purposes such as viewing, creating or updating data, so documentation for them is unnecessary.





Runtime

The systemˇs runtime will be written in Rust, where its nature of being memory-safe and high performance would benefit this use-case by a lot. The runtime is the one responsible for connecting multiple technologies to work together seamlessly.




Data Storage

This is where the whole ecosystemˇs configuration and captured data are stored, such as processors, cameras, users, cluster, etc. I will use MongoDB for its ability of storing data in a JSON-like format. Knowing the processor layerˇs evidence output is in JSON.




Notification Sender

For this use-case, Iˇm going to integrate Apple Push Notification service (APNs), since Iˇm only focusing for Apple devices for now. This way, HSE supervisors could subscribe if they want a notification to appear whenever a violation occur. 
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Server Layer
Achieving Real-Time Notification
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User Layer
Making the System Accessible for the User

To allow the users to access the system, Iˇm going to make an iOS application that lets HSE supervisors to be alerted whenever a PPE usage violation occurs. Not only that, the application should also allow them to view violation details, and see the overview of clusters that theyˇre assigned to.






Now, to accommodate the needs of managers to tinker with the systemˇs configuration, this application allows them to manage users, clusters, and cameras within each cluster.




Since the front-end of the system isnˇt my main learning journey, I wonˇt be covering the technical details.
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User Layer
Seeing the Cluster Details

Within this page, the user can see bunch of information thatˇs been aggregated so that itˇs easier to understand:


Time-based filter

Filter evidence based on the selected time range.

List of captured evidence

Every event that contains a unique violation will be available here.

Clusterˇs overview

A small summary of filtered events happened within the cluster.

List of processors

List of processors assigned within a the selected cluster. Includes a small summary of captured events within the time range.
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User Layer
Accessing the Details of Violation

Enabling the user to see the details and the evidence of the occurred violation.


Event details

The details of the occurred event,€such as camera name, site name,€ date, and time.


Close-up look of each person

A cropped and zoomed screen capture of each person and the properties assigned to them, such as PPE items and body parts.


Personˇs properties

Detailed information about each personˇs compliance towards PPE usage. Each violation is provided with an explanation message as well, so that the readers knew the reason of the evaluation.
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User Layer
Managing Users and Clusters

To fulfill the managerˇs needs of seeing and changing both the clusters and users within the application, I created these pages:



The user page, where the manager could manage the users of the application by assigning a role of supervisor or manager to each user. Not only that, if the manager decides to assign a user as supervisor, they could also assign which cluster should be associated to the supervisor. That way, the user only receive notification from the associated cluster.







Within the cluster page, the manager could add or remove both a cluster and the processors within.
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Deployment and Testing
Simulating the Industrial Environment

To validate the complete system in real-world conditions, I deployed all three layers to their target hardware and conducted component-level testing to evaluate each componentˇs performance. For this use case, the processor was deployed on a Raspberry Pi + Hailo-8L combo. The server was hosted on a local computer thatˇs connected via VPN to enable notification delivery and data synchronization across different networks. The iOS application was deployed on an iPhone 15. This configuration simulates a realistic industrial deployment where the processor operates on-site, the server is hosted remotely, and the supervisors access the system from mobile devices.













Validating Every Layer
Since end-to-end testing requires extended deployment time, I conducted component-level tests to verify each layer's functionality.


Processor Layer

Tested with pre-recorded CCTV feeds, the processor is able to detect PPE when workers were clearly visible in frame. Validated  violation processing, evidence capture, and queue management. 



Server Layer

Violations captured by the processor are successfully sent to the server, stored in MongoDB, and notifications distributed via APNs. This verifies webhook endpoint functionality and cross-network VPN communication.




User Layer

Validated that the iOS application receives push notifications from APNs, displays violation details with evidence images, and allows supervisors to view cluster information.



In future iteration, I will be conducting an extended deployment testing with quantitative metrics and comprehensive end-to-end validation in production environment.





Conclusion
Safety Compliance Monitoring
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Wrapping it Up
Summary of the Journey

I worked on this system from the middle of December 2025 until the 29th of January 2026. One and a half months to completely rework the whole system from the ground up, up to the point where I could document the journey in this portfolio. 





Of course, the system is still far from perfect. But, thanks to the journey of working on SCM, I could share with you a key learning that Iˇm really proud of. I hope that you could learn a thing or two from this.




I will also share about the next step to improve the systemˇs functionality and reliability even more. Finally, I would like to thank you for reading my portfolio.



Key Learning

When I trained the model initially, the accuracy was not suitable for production at all, where PPE classes received an accuracy of 23-43%. Upon further investigation, this was caused by an imbalanced class distribution ratio, where the facemask has a distribution ratio of 25:1. By balancing the distribution ratio, the PPE classesˇ accuracy increased significantly, where the PPE classes have an accuracy of 70-88%. By solving this problem, I learned that data quality matters more than model complexity.








Achievements

Other than having a working system, upon the journey, I built tools that will save hours of manual labor and headaches. I created an auto-annotator that can be scalable with many other models. This tool can be used to annotate any object detection dataset. I also created a tool to solve imbalanced class distribution that picks which image to keep and which image to remove from the dataset automatically by using greedy optimization algorithm.







Future Improvements

Due to the time constraints, there are many obvious missing key activities that I shouldˇve done to improve and measure the systems functionality, including: blackbox testing with measurable outcomes, adding more PPE models to allow applications in a broader use-cases, using a more sophisticated devices like Nvidia Jetson, etc.







Safety Compliance Monitoring
Development Journey � 2026
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